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Recommendation

Qualified confidentiality is required in the current quality improvement / patient safety environment to facilitate full participation by health care professionals in rigorous and honest review of clinical processes.  

With such confidentiality comes responsibility.  The public must be made aware of processes, participation and changes resulting from such studies and be assured that evidence of poor practice is acted on. 

Executive summary

There are clear tensions between the competing public interests of Freedom of Information and the participation of healthcare professionals in effective safety and quality programmes.  

Qualified confidentiality legislation aims to maximize the participation of healthcare professionals in safety and quality programmes by providing for confidentiality of some of the information gathered by those programmes.  This participation would increase the quality and scope of the information gathered which in itself would be of interest and relevance to the public.  

Freedom of Information legislation already recognises exemptions for categories of information where disclosure would not be in the public interest.  Other countries, such as the United States and Australia, have framed legislation to protect identifiable information generated purely for the purpose of an approved quality improvement process.  This has been done by

- 
limiting the available protection to defined categories of information 

-
requiring the reporting and publication of aggregate outcome information

- 
requiring organisations to commit to safeguarding patient safety and to taking appropriate action in cases which identify areas of concern and if necessary putting this information in the public domain.  

Most of the current qualified confidentiality legislation achieves, through these mechanisms, an appropriate balance between the competing public interests on a pre-defined basis rather than dealing with issues ad hoc.  

Where such legislation has been introduced it has been with the wide support of the public and healthcare providers.  

The introduction on an appropriate Qualified Confidentiality programme will improve participation in quality and safety programmes by removing barriers, setting standards of participation and of outcomes, so providing benefits to patients and the public.

Background

1. The state of the health care system is high in public concerns.  There is, therefore, an understandable public interest in accessing information about the safety and quality of health care.

2. Patients, their carers and the community expect that the health care system will provide safe, high quality care.  Health care professionals want to provide the best possible care.

3. Though the current safety and quality of health care in Scotland and the UK as a whole is perceived as high, there is recognition of a gap between how health care could, and how it actually does, perform 
Preventable adverse events

4. Healthcare provision is team based; any success (or failure) is the result of many members of staff participating in a complex care package.  It is rare that one specific isolated action results in an untoward event, though there may be cases where a consistently poorly performing team member affects the quality of care provided.
5. Improving patient safety and the quality of health care requires continuous evaluation of key processes within health care systems and focus on enhancing services and outcomes, minimising the incidence of adverse events / ‘near misses’.

6. Effective audit and quality improvement programmes should also identify and question care patterns, which are at variance to the norm.  They should include feedback loops in order to improve the quality of care. 
7. To advance this principle all clinicians should be part of a valid and supportive patient safety / quality improvement framework.
The need for medical participation

8. To operate effectively, quality improvement processes require the support and involvement of those providing the service under review.  
9. Safety and quality programmes depend on full communication and an acknowledgment of how care processes and outcomes can be improved. 

10. Participation is enhanced if the programmes have an obvious and compelling purpose.
   For the vast majority, it will be improvements in patient care, for some to satisfy the needs of appraisal or potentially revalidation. 

11. There is agreement that our health care system needs to transform the existing culture of blame and punishment that suppresses information about errors into a positive culture focused on patient safety and quality improvement.  The lessons learnt in aviation safety confirm this view.

12. Clinicians are encouraged to report and evaluate medical errors if they are within a safe learning environment.  When clinicians can report errors in a voluntary and confidential manner, everyone benefits.   
13. Voluntary data gathering systems are more effective than mandatory systems in promoting improvement as a result of the lessons learnt from audit.  The Scottish Audit of Surgical Mortality is an example of a highly successful voluntary system, which has produced measurable benefits.
    The same conclusion was drawn in the United States Institute of Medicine's report.
 

Barriers to participation in safety and quality programmes

14. There is fear amongst clinicians of the risks of participation in analysis of adverse events, particularly with a prevailing culture that personalises error and expects perfection in medical care.  Accountability has tended to be punitive and blame-based.

15. Public and media attitudes to accountability of health care professionals reinforce these concerns.  There is a tendency to seek someone to blame if things go wrong, despite evidence that the majority of errors are system based rather than due to the actions of one individual.
  

16. Clinicians fear that data generated from participation in quality improvement programmes might be;

· Used against them in medical negligence litigation, or

· Embarrassment and distress of public disclosure of potentially inaccurate information, or

· Legal action would be taken against them for participating in the assessment or evaluation of the services by clinicians defending themselves against actions using data from such a source.

17. As long as these concerns persist, some health care professionals will be reluctant to contribute sensitive information to people and committees involved in health care safety and quality improvement activities. 

Freedom of information

18. The public interest in encouraging participation by clinicians in safety and quality programmes needs to be balanced against public interest in access to information.

19. Public reporting of individual provider performance has, however, been recognised as a “two edged sword whose effects can motivate and reward but also discourage and punish.”
 

20. The current Freedom of Information legislation may, if rigorously applied, be incompatible with a vision of the way forward for improvement in patient safety and quality of care.

21. Release of individual clinician information derived from hitherto confidential audits, particularly to the press, risks reinforcement of a culture of blame even public vilification of clinicians.  These clinicians would suffer because of their participation in improvement programmes, yet those who do not participate would, perversely, be protected.   Health care professionals, as a result, may be very unwilling to continue to participate or engage in such a process either as participants or assessors.

22. While Freedom of Information exemption clauses may protect confidentiality of documents on the basis of public interest, reliance on these clauses requires a costly, and time-consuming case-by-case analysis to determine whether they meet specific exemption criteria.  This in turn leads to anxiety in clinicians and confusion in applicants under Freedom of Information as to what will and what will not be released.

23. Freedom of Information has had an adverse effective on quality improvement activity where qualified confidentiality has not been introduced.
· Scandinavian orthopaedic registers no longer produce individualised data to allow for patient safeguards or comparisons between individuals. Data is still produced but not collated centrally, individuals and hospitals are given the whole database and an encrypted programme to abstract their own data at a local level.  
· An Israeli arthroplasty register was closed down when the courts proposed open access.
· National Joint Register moved the audits out of government organisations to private bodies, which do not have to comply with the Freedom of Information act.  
24. The consequences of Freedom of Information are a reduced ability to monitor performance over time, (which is probably the strongest tool for change), and a loss of ability to deliver general overview/ accountability monitoring.     
Reconciling these conflicting interests
25. Legislation has been passed to reconcile these issues:

· Federal law in the USA (Patient Safety and Quality Improvement Act (S. 720) 2004) and 

· At the state and national level in Australia (e.g. Western Australian, Health Services (Quality Improvement) Act 1994,  Health Insurance regulations 1975 - Quality Assurance Activities in the Australian nation).  

26. These bills were widely supported by healthcare deliverers and the public in these countries.

27. The legislation protects identifiable information generated purely for the purpose of an approved quality improvement process from disclosure or use in court and other proceedings.

28. To quote Senator Jeffords who worked to get this legislation passed in the US Senate. "I am pleased that my colleagues in the Senate agreed that this legislation is critical to the health and well-being of Americans.  Where health care is concerned, there is no room for mistakes. Under this bill, doctors and other health care providers will be able to report their mistakes without the threat of punishment, and their patients will be much better off for it."
Scottish and UK issues

29. Considerable health care data is converted to information and subsequently knowledge through a number of pioneering audit projects all of which rely on co-operation and confidentiality.  Many of these projects already produce annual reports in the public domain.  

30. Through the use of confidential audit, the Scottish Audit of Surgical Mortality (SASM) has shown improvements in patient safety.
   

31. Preservation of confidentiality is important to encourage participants in SASM to critically analyse the care of individual patients, without fear that such analysis will be used against them or their colleagues.  

32. There are a large number of areas where no audit data is available.  If successful projects are seen to reveal previously confidential data, this would confirm the fears of those who do not take part because of concerns about identification.

Qualified Confidentiality in Scotland and the UK

33. ‘Qualified confidentiality’ is the conferring of formal protection when it is believed to be in the public interest to do so.   
34. Qualified confidentiality is granted on individualised data collected in confidence for the sole purpose of improving patient safety and the quality of care. 
35. Qualified confidentiality would be approved for a fixed term with re-approval of this privilege based on the adherence to the principles set out below. 
36. Qualified confidentiality should seek to strike an appropriate balance between the public interest in access to information, and the public interest in removing barriers to participation by health care professionals in meaningful safety and quality activities.  

37. Organisations and individuals that are covered by qualified confidentiality should have a corresponding duty to publish or disclose non-individually identifying patient care information obtained in the course of the safety and quality activity (e.g. compliance within the protected programme, reports on the safety and quality of care), and to acting on any adverse findings.  
38. In order to be covered by qualified confidentiality, individuals and organisations should commit to the provision of full information and participation in patient safety / quality improvement activities. 

39. The sort of information that is accorded protection through qualified confidentiality should be clearly specified for each programme and the data / programmes should be quality assured.  
40. Examples of programmes for which Qualified Confidentiality is appropriate are:
· Peer review processes such as clinical audits of mortality, and/or morbidity.
· Studies of the incidence of or causes of adverse events.
· Performance evaluation of individual health care professionals.
41. There needs to be a mechanism that assures the full use of generated data through;
·  The creation of an accountability cycle, in which participants (individuals and institutions) must discuss amalgamated data on, as a minimum, a yearly basis with an external third party as part of an appraisal, revalidation, clinical governance process or accountability review.
· A clear commitment to safeguarding patient safety and improving the quality of care. 

42. Legislation must achieve this without jeopardizing the regulatory and oversight functions of institutions, service and government, or patients’ rights to information relating to their care.

43. Patient safety must be paramount.  An avenue should be available for referral to appropriate professional, administrative and legal bodies where there is evidence that:

· A serious offence may have been committed; and

· There are serious and continued variations in performance from what would be regarded as an acceptable standard of care.

44. Participants in protected activities and the broader community should be aware of qualified confidentiality schemes and have a clear understanding of the scope of protection provided by the legislation.   Qualified confidentiality should provide specified protection against civil litigation.
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